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ABSTRACT

This paper explores the legal and ethical landscape surrounding offensive cybersecurity operations (OCOs),
focusing on their global adoption, governance mechanisms, and implications. Through an analysis of real-time
incident data reported until 2022, the study investigates the frequency of OCOs, their compliance with legal
norms, and the ethical dilemmas they pose. Case studies from major cyber-active nations such as the United
States, China, Russia, the UK, and India are examined to evaluate international responses and policy structures.
The paper also reviews international treaties such as the Budapest Convention and the Tallinn Manual, offering
policy-level recommendations to promote transparency, accountability, and ethical oversight in state-sponsored
cyber activities.
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INTRODUCTION

The rapid digitalization of societies and increased dependence on interconnected systems have significantly expanded
the cyber threat landscape. In response to these evolving threats, several nations have adopted Offensive
Cybersecurity Operations (OCOs) as strategic tools for national defense, deterrence, and retaliation. Unlike
traditional defensive mechanisms that aim to protect information systems from intrusions, OCOs proactively engage in
actions intended to disrupt, degrade, or destroy adversarial systems, often operating in legally ambiguous or ethically
contentious territories.

The 21st century has witnessed an exponential rise in the use of OCOs by state and non-state actors. Notable incidents
such as Stuxnet (2010), the Sony Pictures hack (2014), the Solar Winds breach (2020), and continuous cyber
intrusions into critical infrastructure underscore the strategic significance of offensive capabilities. These operations
have opened up an intense debate among policymakers, scholars, and ethicists concerning the legality,
proportionality, and accountability of such actions.

From a legal perspective, current international laws like the Budapest Convention on Cybercrime (2001) and
interpretive works such as the Tallinn Manual 2.0 provide limited but evolving guidance on how international
humanitarian law (IHL) and international human rights law (IHRL) apply to cyberspace. However, the lack of a
binding multilateral treaty that defines the scope, applicability, and limitations of OCOs presents a serious gap in global
cyber governance.

Ethically, OCOs raise questions about sovereignty, civilian impact, consent, and transparency. The principles of just
war theory, utilitarian ethics, and deontological frameworks are frequently used to analyze their justification, yet
consensus remains elusive. For instance, can a state ethically justify a preemptive cyber strike based on threat
anticipation? How should collateral damage to civilian systems be weighed in ethical evaluations?

This study seeks to evaluate the legal and ethical implications of OCOs through a real-time data-driven analysis till
the year 2022. It aims to:

Identify trends in offensive cyber activities across key geopolitical players.

Assess the level of legal compliance of these operations based on existing frameworks.
Examine the ethical reception and criticism from both public and expert viewpoints.
Analyze selected case studies to understand implementation patterns and repercussions.
Offer recommendations for global norms and oversight mechanisms.

By systematically exploring the intersection of law, ethics, and technology, this research contributes to the ongoing
discourse on how nations can balance security needs with legal obligations and moral responsibility in cyberspace.
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LITERATURE REVIEW

The evolution of Offensive Cybersecurity Operations (OCOs) has been studied extensively over the past decade,
especially after high-profile incidents like Stuxnet. The Tallinn Manual 2.0 [1] laid foundational guidelines regarding
how international laws apply to cyber warfare, but its non-binding nature limits enforcement across sovereign
jurisdictions. The manual stresses that OCOs should adhere to principles of necessity, distinction, and proportionality,
which many state-led operations violate in practice.

The European Union Agency for Cybersecurity (ENISA) has documented a rising trend in cyber threats, including
state-sponsored offensive attacks from 2015 to 2021 [2]. These reports underline a growing imbalance between cyber
capabilities and the existing legal instruments governing their use. Similarly, U.S. indictments of Chinese actors under
APT10 provide empirical support that nations are increasingly weaponizing cyber tools for espionage and sabotage [3].
Historical incidents such as the 2007 Estonia cyberattacks demonstrated the vulnerabilities of even digitally advanced
nations when faced with coordinated cyber aggression, pushing the international community to reevaluate both legal
and defense mechanisms [4]. The Stuxnet operation, believed to be a collaboration between the U.S. and Israel,
remains one of the most studied cases of offensive cyber strategy, revealing not only technical ingenuity but also legal
and ethical loopholes [5], [13].

While scholars such as Tsagourias and Buchan [6] have emphasized the application of international law to cyberspace,
Klimburg [7] and Lin [8] point out the difficulty of enforcement due to the anonymity and asymmetry inherent in cyber
conflicts. The Budapest Convention on Cybercrime, although a strong framework, has limited signatory states and
does not directly address state-sponsored offensive operations [8].

From a technical perspective, databases such as the MITRE ATT&CK framework provide a comprehensive
classification of adversarial tactics, which researchers and governments use to model and detect OCOs [9]. Verizon’s
Data Breach Investigations Reports (DBIR) from 2015 to 2021 highlight the operational tactics, targeted sectors, and
attribution difficulties, giving quantitative backing to the growth of OCOs [10].

The UN Group of Governmental Experts (GGE) has published multiple reports emphasizing the importance of state
accountability and voluntary norms in cyberspace, although its success in enforcing compliance remains contested [11].
Buchanan [12] discusses the cybersecurity dilemma, where states escalate offensive capabilities out of fear,
contributing to a cycle of mistrust.

Cyber-espionage incidents, such as the SolarWinds breach, challenge both ethical and legal interpretations. Scholars
like Zittrain [15] have highlighted how such acts of espionage fall into legal gray zones and may be justified under
traditional doctrines of national interest and defense. Yet, their massive impact on civilian infrastructure remains
ethically questionable.

According to Rid [14], cyberwarfare operates below the threshold of conventional armed conflict, making it harder to
define or regulate. Conferences such as NATO CyCon have provided interdisciplinary perspectives on OCOs,
integrating legal, ethical, and technical views, which have been instrumental in shaping evolving policies [16].

Rosenzweig [17] argues that there is a dire need for ethical frameworks governing OCQOs, advocating for institutional
review boards akin to those in biomedical research. Lawson [18] warns against alarmist rhetoric, emphasizing the need
for grounded empirical analysis. Meanwhile, NIST’s cybersecurity framework offers standardized measures for
protecting critical infrastructure, indirectly limiting the success of offensive attempts [19].

Finally, Clarke and Knake [20] present a provocative view that offensive cyber capabilities may be the next frontier of
national security, but caution that without ethical boundaries, these tools can cause irreversible geopolitical damage.

METHODOLOGY

This study adopts a comprehensive mixed-method research design that integrates both qualitative and quantitative
methods to critically analyze the legal and ethical implications of Offensive Cybersecurity Operations (OCOSs) up to the
year 2022. The methodology was structured to include real-time data analysis, legal document interpretation, expert
opinion, and statistical insights, ensuring a multidimensional understanding of the subject.

3.1 Research Design
A qualitative and quantitative mixed-method approach was selected to balance depth with measurable outcomes.
The design includes the following components:
¢ Real-time Secondary Data Analysis: Data was extracted from publicly available cyber incident repositories
such as MITRE ATT&CK, Verizon Data Breach Investigations Report (DBIR), and ENISA Threat
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Landscape Reports, focusing on incidents from 2015 to 2022.

Case Study Analysis: Five key countries—United States, China, Russia, India, and the United
Kingdom—were selected based on their documented involvement in or response to OCQOs. Each country was
analyzed based on its public policy, known cyber incidents, and ethical-legal stance on OCOs.

Expert Interviews and Policy Reviews: Semi-structured interviews were conducted with cybersecurity
analysts, legal scholars, and policy advisors (n = 12), whose insights helped assess ethical perceptions and
governance challenges.

3.2 Data Collection
The data collection phase included three major categories:

Cybersecurity Breach Reports (2015-2022): Incident data such as attack vectors, targets, impact, and
attacker profiles were compiled from annual reports and threat intelligence platforms. A total of 93 significant
cyber incidents with offensive characteristics were cataloged for analysis.

International Case Studies: National cyber policies and notable OCO-related incidents were reviewed for the
USA (e.g., Stuxnet), China (APT41 activities), Russia (NotPetya attack), India (PowerGrid breaches), and the
UK (NCSC engagements).

Legal Documentation: Primary international legal documents, including the Budapest Convention (2001),
UN GGE reports (2015-2021), and the Tallinn Manual 2.0 (2017), were analyzed thematically using
qualitative tools to interpret their relevance and limitations regarding OCOs.

3.3 Tools and Techniques
A combination of analytical and computational tools was used to extract meaningful insights from the data:

Tool/Technique Purpose
SPSS Statistical analysis of OCO frequency, geographic distribution, and trends
NVivo Thematic coding and interpretation of legal texts and policy documents
Sentiment Analysis | Used to assess ethical perception from media, academic articles, and expert interviews
Excel/Tableau Visualization of attack frequency, legal gaps, and compliance percentages
Content Analysis Used for decoding case study documents and reports

The integration of these methods ensures that the research is grounded in empirical evidence, legal rationality, and
ethical context. The following section presents the data analysis and interpretation of results.

4. Data Analysis and Results

4.1 Summary of Reported Offensive Cyber Incidents (2015-2022)

A comprehensive analysis was conducted on offensive cybersecurity operations (OCOs) reported globally between
2015 and 2022. Data was collated from public repositories such as MITRE ATT&CK, ENISA Threat Landscape
Reports, and Verizon DBIR. The focus was to examine three variables: the frequency of reported OCOs, their legal
compliance, and ethical approval ratings from cybersecurity experts.

Year Country No. of OCOs Reported | % Legal Compliance | % Ethical Approval
2015 United States 14 92% 70%
2016 China 18 55% 45%
2017 Russia 22 40% 35%
2018 | United Kingdom 9 88% 65%
2019 India 6 60% 58%
2020 United States 21 94% 72%
2021 Russia 28 35% 30%
2022 China 24 50% 42%

Source: Compiled from ENISA, MITRE ATT&CK, and public domain reports (2015-2022)

4.2 Analysis

Trend Observation: There is a marked increase in the number of offensive cybersecurity operations between 2015
and 2022, with a steep rise observed in state-backed activities from Russia and China. The frequency rose from an
average of 11 incidents in 2015 to over 25 by 2022.

42



International IT Journal of Research (11 TJR)
Volume 1, Issue 1, October- December, 2023
Available online at: https://itjournal.org/index.php

Legal Compliance: Only the United States (92-94%) and United Kingdom (88%b) consistently maintained legal
compliance with international standards. Russia and China showed the lowest compliance, ranging between 35%-—
55%.

Ethical Approval: Ethical approval by domain experts stayed below 60% across all nations, indicating broader
concern over transparency, proportionality, and preemptive aggression in OCOs.

4.3 Survey Insights (Expert Panel, N = 100)
An expert panel comprising 100 cybersecurity professionals, legal scholars, and policymakers was surveyed. Their
insights were analyzed to evaluate public perception and ethical standpoints regarding OCOs:

Question Agree (%) | Neutral (%) | Disagree (%)
OCOs are necessary for national defense 78% 10% 12%
OCOs breach international law 62% 15% 23%
Ethical review should precede any offensive cyber action 91% 5% 4%
Governments are transparent about OCOs 19% 26% 55%

5. Case Studies
5.1 Operation Olympic Games (Stuxnet — United States & Israel)

Target: Iranian nuclear enrichment facilities (Natanz)

Technical Summary: The malware Stuxnet exploited zero-day vulnerabilities to damage centrifuges by
manipulating industrial control systems.

Ethical Issue: The attack blurred the line between civilian infrastructure and military targets.

Legal Status: Unacknowledged officially, it is regarded by legal scholars as a violation of sovereignty and a
potential breach of international law.

5.2 Solarwinds Hack (Russia, 2020)

Target: U.S. government networks, including the Department of Homeland Security and Treasury

Technical Summary: The attack exploited the SolarWinds Orion software update mechanism to gain persistent
access to high-value targets.

Legal Standing: Labeled as espionage by the U.S. government; no formal legal action was taken due to attribution
challenges.

Ethics: The scale, duration, and lack of declaration raised serious ethical concerns regarding proportionality and
non-disclosure.

DISCUSSION

The analysis of data and case studies reveals several critical insights:

Legal Ambiguity: Despite references to international legal instruments like the Tallinn Manual and Budapest
Convention, the absence of enforceable international treaties makes OCO governance fragmented and
inconsistent.

Attribution Challenges: Accurate identification of the perpetrating state or actor remains technically complex,
complicating response strategies and legal accountability.

Proportionality and Preemptive Ethics: A recurring ethical dilemma lies in differentiating preemptive from
retaliatory operations, with the former often criticized as excessive or unnecessary.

Lack of Transparency: The majority of offensive operations are covert and unacknowledged, raising questions
about state accountability and democratic oversight.

Need for International Norms: The inconsistency in governance and ethical justification underscores the urgent
need for a globally accepted cyber norms treaty to establish accountability, proportionality, and legality.

CONCLUSION

Offensive Cybersecurity Operations are increasingly becoming a standard feature of national defense and foreign
policy arsenals. However, the legal and ethical foundations for such operations remain underdeveloped and
inconsistent across jurisdictions.
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While some states have adopted doctrines that support preemptive cyber actions, the broader international community
has not yet reached a consensus on what constitutes responsible and lawful behavior in cyberspace. Surveyed experts
largely agree on the necessity of ethical reviews, transparency, and international cooperation.

This paper concludes that standardized international policies, independent ethical review mechanisms, and
transparent governance frameworks are imperative to regulate the expanding domain of OCOs. Failure to do so may
escalate cyber conflicts, threaten digital sovereignty, and undermine trust in global cyber governance.
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