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ABSTRACT

This paper aims to analyse the recent strategies of applying machine learning (ML) in access control system for
improving security, effectiveness and flexibility. It also explains how ML algorithms are used to identify threats,
identify emerging threat risks and the ability to automate the management of access control. Besides the
comments on the application of ML in access control systems, the paper also notes the advantages, prospects,
and problems of more advanced approaches to security.
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INTRODUCTION

This paper aims to discuss how ML is currently disrupting the access control system by offering more flexible and
automated approaches to security issues. The standard structure of systems uses the basic means of protection such as
the password among them being easily penetrated.

The traditional access control approach of constant monitoring and may be even over-policing can be turned into
proactive access control by using the ML algorithms to monitor the users’ activity and to detect the potentially unsafe
behavior. This paper also seeks to explore how the use of ML increases the dependability, effectiveness and
expandability of access control systems to increase resistance to both internal and external threats.

LITERATURE REVIEW

Security organizations, therefore, consider access control as a stable part of security systems applied in various fields to
control access to certain objects, like facilities, computer networks, or information. Previously, the access control
systems have used mechanisms such as passwords, Personal Identification Numbers (PINs), bio metrics, smart cards
and tokens to permit or deny accesses.

Such systems usually operate based on certain prior set guidelines to authenticate users in a manner that they can only
exercise access to protected areas once they satisfy certain requirements.

However, while these products have become increasingly popular and rather successful solutions at protecting
networks and other resources from unauthorized users, they also possess several flaws that are particularly manifested
when it comes to flexibility of the system, its ability to accommodate large numbers of users, and its vulnerability to
more advanced threats.

Some of the constrains of normal access control systems are that they fundamentally use fixed credentials, therefore
exposing them to a variety of attacks such as password guessing, theft of user credentials as well as phishing (Sarker, et
al., 2020).

Although even biometric authentication solutions like fingerprint or face recognition can be viewed as enhancing the
general security, they also have specific issues concerning recognition precision, ‘spoofing,” and privacy.
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Figure 1 Administration of Machine Learning Based Access Control (SpringerLink, 2021)

Further, these systems are ineffective in controlling extensive dynamic domains where necessary access from the user
often shifts in a short time in cloud computing, 10T, and large-scale enterprises with numerous devices and users. This
establishes a more acute demand for more sophisticated and dynamic models for access control since they have
learning capabilities by considering user behaviour and trends.

In the last few years, machine learning has been a promising technology in improving the existing access control
system. The definition of Machine learning is a process, where a program learns from data, decides on this data without
necessitating direct coding. Machine learning can be used in access control and offers the benefit of real-time iteration,
security boost, and an overall better experience.

Other flaws that ML can assist minimize of the typical version of access control include flexibility, that can be attained
by implementing enhanced access control mechanisms that would be able to alter access privileges, depending on the
behaviour, location, and time, among other factors.

Several studies have been made in literature to consider the application of machine learning techniques to improve
access control systems. There are some works that have been undertaken on showing how access requests could be
characterized and evaluated with the help of the classification models of supervised learning (Mohanta et al., 2020).
These algorithms can study records of past accesses; for instance, attempts for access, behaviours of users and the
environment in order to predict future access requests.

For instance, Supervised Machine Learning algorithms means that they can set user permissions and then determine if
the record access requested is in the norm of this user’s behaviours.

This was successfully implemented in several works in network access control systems where it is possible to model
the real-time data against the learned models to try to identify suspicious activities including wrong attempts of logins
or unauthorized attempt to access protected areas.

Besides supervised solutions, there have been attempts to employ unsupervised methods also since they have shown
effectiveness in identifying changes or even new features in the access control processes, without the requirement of
predefined categories. There is an opportunity to develop unsupervised algorithms, clustering, and methods for
detecting anomalous and potentially dangerous access to large data sets.

For example, the clustering techniques can cluster users with similar access patterns and thus detect those of them that
behave quite differently from others.

They may then be examined more closely, which can help avoid security violations by certain system users, for
example. Using of anomaly detection approaches allows detecting new and unknown previously types of attacks, and
thus, they are useful in dynamic environments where the threats evolve constantly.
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Figure 2 Al Advanced Analytics That Bring Value to Access Control Systems (Security Info Watch, 2021)

Another potential area in research of ML for access control comprises reinforcement learning. Reinforcement learning
or RL is another category of the machine learning, which involves making an agent learn and set actions based on the
feedback it gets (Mijwil et al., 2023). When applied to access control, however, RL can be used to develop self-
optimising systems that periodically recalculate the user’s access rights depending on the feedback and new risk
parameters.

For instance, RL can be applied for creating systems that would adjust the decisions made by an access control system
depending on the behavior of user, geographical location, time of day, etc. By incorporating the concept of RL to
matter of access control system, it’s benefits reaches in amping up security and efficiency of the system since it can
learn through the various interactions it has encountered with previous and current decisions made.

Other categories of machine learning have also been deployed to access control and deep learning that involves a neural
network with many layers is widely used especially in biometric authentication, Other deep learning-based algorithms
such as Convolutional Neural Networks (CNN) for facial recognition, fingerprint scanning and voice authentication
responded with improved performance.

Deep leaning models which take into consideration large amount of biometric data can therefore develop models which
are accurate enough to differentiate between genuine users and intruders more efficiently than conventional ways
(Alimi et al., 2020). Such models are useful in areas where it is pertinent to ensure accuracy of identification such as
airports, government spaces and data centres.

However, deep learning models need big set of high-quality data for the training process and the question of privacy of
biometric data is still open. Nonetheless, there are the following challenges and limitations to overcome before machine
learning approaches led to fulfill the intended pure access control system applications.



International IT Journal of Research (IITJR)
Volume 3, Issue 1, January- March, 2025
Available online at: https://itjournal.org/index.php

First, it does point out a constantly recurring issue: the necessity to use extensive and diverse data to train machine
learning algorithms. Some of the consequences for inadequate or bias data are that Along with potential travellers’
delay, these applications can further lead to security compromise due to inaccurate forecasting. For example, if the data
used in building a system belongs to an age group, sex, etc., then the end product will not perform well if used by a
different sex, age group, etc.
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Figure 3 Machine Learning Based Risk-Adaptive Access Control System (SpringerLink, 2021)

Furthermore, the extent to which the models will perform well depends with the chosen features to represent the data.
This often involves feature creation when predicting access control as most systems need to consider behavioural and
context information for consideration such as the current location of the user, current device or environmental
conditions among others.

Another problem is the computing power needed to carry out the machine learning models into practice, particularly in
real-time access control. A lot of ML techniques, especially deep learning needs a lot of power and storage that cannot
be afforded by all systems; thus, its ubiquity is limited.

This problem is most apparent at the edge computing or the 10T devices that it may be a challenge to balance between
computation and delay. However, using the machine learning models one can get the problem of over-fitting or under-
fitting which will seriously hamper its performance on unseen data (Du et al., 2020).

Generalizing the models is very important for the success to enhanced access control for complex scenarios. Privacies
and securities are still the main issues when it comes to applying machine learning in the field of access control. Since
most machine learning depends on vast amounts of data, such as personal and behaviour data, there is a high risk of
hacking and data leakage, unlawful access to models, and malicious use of data. Considering that many machine
learning techniques have to be secure and take into account privacy protection rules, including GDPR, it is crucial to
implement and integrate reliable machine learning approaches into access control systems.

Machine Learning Approaches
Machine learning (ML) has become a powerful tool in enhancing access control systems, providing a more dynamic
and adaptive approach to security compared to traditional methods. Traditional access control mechanisms, such as
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password-based systems or smart cards, have several limitations, especially when dealing with increasingly
sophisticated cyber-attacks or when handling large-scale, dynamic environments.

Machine learning, with its ability to learn patterns from data and make intelligent predictions or decisions, presents a
significant opportunity to overcome these limitations by introducing more flexible, data-driven security measures. This
section delves into various machine learning approaches, including supervised learning, unsupervised learning,
reinforcement learning, and deep learning, and explores how they can enhance the functionality and security of access
control systems.

One of the most employed machine learning techniques in access control is supervised learning, which involves
training algorithms on labelled data to classify or predict access requests (Saleem et al., 2022). Supervised learning
algorithms such as support vector machines (SVM), decision trees, and random forests are often used to build models
that classify users based on their behaviour, authentication methods, or access patterns.

For example, a system might be trained to recognize a user’s typical access patterns, such as their usual login times,
locations, and devices, and then predict whether a new access request aligns with these patterns. When a request is
made, the system checks if it corresponds to the user’s usual behavior. If the request deviates significantly, it might be
flagged as suspicious, prompting additional verification, such as multi-factor authentication.

This approach is especially useful in environments where users' access behavior is relatively consistent, as it can
effectively identify unusual or unauthorized requests. Moreover, supervised learning can enhance access control by
providing continuous learning, allowing systems to improve their accuracy as they process more data.

On the other hand, unsupervised learning approaches are used to detect anomalies or patterns in data without relying on
pre-labelled outcomes. Unsupervised learning algorithms, such as clustering and anomaly detection techniques, can be
applied to access control systems to identify unusual or suspicious behaviour that may indicate a security threat.

These algorithms analyse large datasets of access logs, looking for patterns that deviate from the norm. For instance,
clustering algorithms can group users with similar access behaviours, helping the system to identify users who exhibit
abnormal patterns (Yu et al., 2021). Anomaly detection models, on the other hand, continuously monitor access
behaviour in real-time and flag any access requests that are outside the established norms.

These requests are then subjected to further scrutiny, ensuring that potential security breaches are caught early. A key
advantage of unsupervised learning in access control is its ability to detect previously unseen or novel threats that may
not have been anticipated by traditional rule-based systems, providing a more robust defence against evolving cyber
threats. However, unsupervised learning can also be more challenging to implement effectively, as it requires careful
tuning to avoid false positives and negatives.

Reinforcement learning (RL) represents another exciting machine learning approach that can be leveraged to enhance
access control systems. Unlike supervised and unsupervised learning, where models are trained on data to make
predictions or detect anomalies, reinforcement learning focuses on training agents to make decisions by interacting with
an environment and receiving feedback in the form of rewards or penalties.

In the context of access control, RL can be used to create adaptive systems that adjust access control decisions based on
the dynamic context and real-time risk assessments. For example, reinforcement learning algorithms can adjust the
level of access granted to a user depending on factors such as the time of day, location, the device used, and past
behaviour.

If a user has exhibited suspicious activity in the past, the system may restrict access or require additional authentication
steps, such as biometric verification. Similarly, if the user’s behaviour becomes increasingly trustworthy, the system
may grant them more autonomy or reduce the frequency of authentication checks (Mosqueira-Rey et al., 2023). This
adaptive, context-aware approach makes RL particularly well-suited for modern environments where access control
must be highly dynamic and responsive to changing circumstances.

In addition to these more traditional machine learning techniques, deep learning has become an essential component of
access control, particularly in biometric authentication. Deep learning algorithms, especially convolutional neural
networks (CNNs), have shown exceptional performance in tasks such as facial recognition, fingerprint scanning, and
voice authentication. These models are particularly effective at processing and analysing complex, high-dimensional
data, such as images or audio, and can learn intricate patterns that are difficult for traditional algorithms to capture. For
example, in facial recognition systems, deep learning models can analyse thousands of facial features and learn to
differentiate between authorized users and impostors with a high degree of accuracy.
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Similarly, deep learning models can be applied to fingerprint recognition systems to improve their accuracy and
reliability, reducing the likelihood of false positives or false negatives. The primary advantage of deep learning is its
ability to handle large-scale datasets and provide highly accurate results, making it ideal for systems that require precise
and secure identification. However, the need for large, labelled datasets and the computational resources required to
train deep learning models can be a barrier to their widespread adoption, particularly in resource-constrained
environments.

Another notable application of machine learning in access control is the use of hybrid approaches, combining different
machine learning models to improve overall system performance (Abbas et al., 2020). By integrating supervised,
unsupervised, reinforcement learning, and deep learning models, access control systems can achieve a higher level of
intelligence, adaptability, and robustness.

For example, a hybrid model might use supervised learning for initial user verification, unsupervised learning to detect
anomalies, and reinforcement learning to adjust access permissions dynamically. Deep learning can further enhance
these systems by providing highly accurate biometric authentication. Such a multi-layered approach allows access
control systems to leverage the strengths of each machine learning technique, addressing the shortcomings of any
single approach.

Despite the many advantages of machine learning in access control systems, several challenges remain in implementing
these technologies effectively. One of the main challenges is the need for large, high-quality datasets to train machine
learning models. Access control systems require diverse data, including user behavior, environmental conditions, and
authentication logs, to make accurate predictions or detect anomalies.

Without sufficient data, models can become biased or overfit, leading to inaccurate predictions and increased false
positives. Furthermore, the complexity of machine learning models, particularly deep learning, often requires
significant computational resources, which may not be available in all environments, particularly in edge devices or loT
systems.

Additionally, ensuring the privacy and security of sensitive data, such as biometric information, is crucial when
implementing machine learning-based access control systems. Data breaches or unauthorized access to machine
learning models can result in significant privacy risks and security vulnerabilities.

Machine learning offers significant potential to enhance access control systems by making them more intelligent,
adaptive, and responsive to changing environments and user behaviors. By leveraging supervised, unsupervised,
reinforcement learning, and deep learning, these systems can detect anomalies, predict access requests, and optimize
security measures based on real-time data. However, the challenges associated with data quality, computational
resources, and privacy concerns must be carefully addressed to realize the full potential of machine learning in access
control systems.

import pandas as pd

from sklearn.ensemble import RandomForestClassifier, IsolationForest
from sklearn.model_selection import train_test_split

from sklearn.preprocessing import StandardScaler

from sklearn.metrics import classification_report

# Generate synthetic data

data = pd.DataFrame({
'login_time': [@©, 1] * 588, # Encoded as ©,1
‘device_type': [0, 1] * 580, # Encoded as 9,1
'is_suspicious’': [@, 1] * 5e0

3

Prepare features and target
data.drop('is_suspicious’, axis=1)

data[ 'is_suspicious']

Train-test split & scaling
_train, X_test, y train, y_test = train_test_split(X, y, test_size=8.2, random_state=42)
X_train = StandardScaler().fit_transform(X_train)
X_test = StandardScaler().transform(X_test)

# Random Forest model

rf_model = RandomForestClassifier()

rf_model.fit(X_train, y_train)

print("Random Forest Report:\n", classification_report(y_test, rf_model.predict(X_test)))

# Isolation Forest model
iso_model = IsolationForest(contamination=6.1)
print("Isolation Forest Report:\n", classification_report(y_train, iso_model.fit_predict(X_train)))
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Implementation

The addition of ML in access control systems is a major leap forward in improving security measures as well as
advancing in response to more complex threats. In the past, access control systems use rule-based mechanisms which
include, PINs, passwords, and physical tokens either to grant or to deny access.

Historically used and still efficient, such systems have some drawbacks, namely, their inaptitude at changing the
security threats that have emerged or become critical, including cyber threats posed by insiders. In addition, it makes
the approach to access control stronger since machine learning is the process of learning from the data we provide and
improves as it is exposed to new data It can detect anomalies, further pre-empt potential threats, and responds real time.
Combining Machine Learning, organizations’ access control systems become more precise, adaptable, and dependable
to shield itself from internal and external threats. There are several algorithms to which machine learning is applied to
interpret user behaviour in access control systems, among which is the study of user actions (Sircar et al., 2021). In
traditional systems, challenges of identifying authentic users usually involve the use of easily hackable information like
passwords and usernames.

However, while user behaviour analytics (UBA) depends on machine learning to take a snapshot on how the users are
expected to behave, it constantly monitors their actions. More specifically, if a user tries to input a set of parameters
that are far from the normal parameter set for the user, then the action could be signalling suspicion.

For instance, the user may log in from a given place and time, by analysing the pattern the machine learning algorithms
recognizes that the login from another place and at a different time is suspicious and can either request additional
identification or deny access completely.

This approach adds an extra layer of protection to the kind of access control in that password or PIN is NOT the only
means of authorization because the automaton has factors in context of the user behaviour (Paleyes et al., 2022).
Another feature that machine learning integrated in access control systems is its capability of real-time threats
identification and mitigation.

As it has been elaborated in conventional access control systems, general approaches to threats can be regarded as
reactive rather than preventive. Once an attack is detected advanced security solutions do not actively contribute to the
discovery and subsequent handling of an attack. Machine learning is a much more proactive approach as this approach
learns from data and adapts to emergent risks.

For instance, machine learning models can evaluate all types of the login attempts, IPs, geolocation, devices, and time
to identify the dangerous patterns in real time. If an access attempt is considered as suspicious based on these
parameters the system can now deny access or request further authentication.

As the system is used, it also gradually improves in predicting between good access attempts and potential threats
hence reducing instances when good access attempts are stopped while increasing the percentage of identifying actual
threats. Besides behaviour analysis, the machine learning is useful for automation of access permissions management
as well.

Conventional methods of controlling user access within an organization involve much work and are especially true for
large firms with hundreds or thousands of users. Managing permissions can be as cumbersome and can be riddled with
generated errors. Using machine learning, the access control systems can do this, because, as the algorithms continue to
be fed data, they learn patterns of user roles and corresponding access requirements.

For instance, while using the data mining techniques such as the ‘big data’ programs, one can establish which resources
have over time been commonly sought by users in given organizational departments or with specific organizational
positions. In this context, the proposed system type allows for variation of simple authorisations over time to meet the
user needs while avoiding the grant of excessive and unnecessary authorisations.

In addition, privilege escalation can be detected through machine learning as the latter identifies when a user tries to
perform actions that are beyond their necessary activities in an organisation (Nassif et al., 2021). It also widens the
security boundaries while relieving organisational load, meaning that it is not simply a step towards better security
protection but also more effective in achieving goals than other forms of access control management.

Machine learning in access control system also has something to offer in terms of scalability. Even as native access
control continues to evolve, it may not be sufficient to address the ever-growing complexity of modern IT landscapes
primarily considering the use cloud services, work-from-home employees, and third-party applications.
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In this case, it is possible to make access control systems more effective to these needs with the use of machine
learning. In the growing organizations, by putting large amount of data in to consider the system is capable to train
machine learning model as per the evolving time and thus gradually it controls and modify the access dynamic of the
user across the devices, platforms, and different locations.

Furthermore, machine learning algorithms are able to learn from external data, and change as new information such as
a new type of security threat or approach appears, to protect a system with up-to-date access control (Kato et al., 2020).
Still, the integration of machine learning in the access control systems is not as smooth. One of the biggest problems is
how to obtain enough high-quality data for training of machine learning algorithms.

Thus, when used in cybersecurity systems, machine learning algorithms require plenty of good-quality data for
identifying aberrations and making sound forecasts. This may include login histories, user behaviour logs and system
access patterns which can and should be best practice collected and stored for privacy’s sake and to also remain
compliant with data protection statutes.

Moreover, it was also mentioned that for machine learning based access control system to work the models used have
to be frequently monitored and updated. Thus, innovation of the models, on which access control is based, is to be
relevant to the changing threats (Kommisetty et al., 2024). This requires the build-up of a strong framework to support
continual data gathering, model recalculation, and assessment of model efficiency.

Figure 4 Activity diagram of access control system (ResearchGate, 2021)

The third difficulty is a possibility for attacking machine learning systems directly. Nonetheless, adversarial attacks that
seek to create new instances of an advanced weakness have proven to work for most machine learning including those
which can detect and prevent different forms of attacks. The main threat of malicious actions is that the opponent may
try to mimic a realistic, normal user, or attack the model directly. Hence it becomes very important that the machine
learning algorithms are made more resilient. Possible approaches to such risk include; adversarial training which entail
training the model on data that contains possible attack scenarios (Coronato et al., 2020). Also, physical access control
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systems that employ machine learning must also be inherently secured with a layered model of security fortified with
other security measures.

Consequently, developing and incorporating machine learning model in access control systems is a revolutionary
concept in improving the security features and flexibility of the systems. With the help of user behaviour analysis, real
time threat identification, automatic permission granting, the protection offered by machine learning based access
control systems become smarter, quicker and more responsive to a variety of threats.

It is still possible to predict adversarial attacks on machine learning and consider the other problems in terms of the data
quality Nevertheless, it is possible to conclude that potential benefits of machine learning in access control outplay
possible drawbacks (Brunke et al., 2022). The ongoing advancement of cyber threats puts high pressure on
organizations to safeguard their access control systems; that is why machine learning will soon become a vital solution
for improving the security of businesses and other institutions throughout the world.

CONCLUSION

Integrating machine learning with access control systems makes huge differences when it comes to security because it
makes real-time threat identification and permits the control of utilizing intelligent learning algorithms. Therefore, the
positive aspects of a more dynamic and intelligent security system compensate such problems as the data quality and
the adversarial attacks. So, ML will remain essential for keeping up and enhancing access controls and protecting data
from new forms of threat.
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